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Claims 



1 . A method for detemnining the authenticity of an object, the method com- 
prising the steps of: 

receiving an authentication code, 

detemiining if particles are distributed within the object in a three- 
dimensional pattem, 

detemiining the positions of particles distributed in the object, 

using the detemiination of the positions to provide a check-code, 

using the checl^-code and the authentication-code to determine the 
authenticity of the object. 

2. The method of daim 1 , wherein the positions of the particles are deter- 
mined using a two-dimensional Image of the object. 

3. The method of claim 1 or 2, the detemiination if the particles are distrib- 
uted in a three-dimensional pattem comprising the steps of. 

acquiring of a first Image of the object with a first angle of illumina- 
tion, 

acquiring a second image of the object with a second angle of illumi 
nation, 

combining the first and second images. 
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determining if a geometrical artefact is present in tlie combined im- 
ages. 

4. Tiie metliod of claim 1 , 2 or 3, wlierein the detemiination if the particles 
are distributed in a three-dimensional pattern is made by determining if the 
object is reflective. 

5. The method of claim 4, wherein it is detemnined whether the object is re- 
flective by acquiring a first image with diffuse illumination of the object and 
acquiring a second Image with direct illumination of the object and compar- 
ing a brightness of the object in the first and second Images. 

6. The method of any one of the preceding claims 1 to 5, the determination if 
the particles are distributed in a three-dimensional pattern comprising: 

illuminating the object with diffuse, white light, 

detecting light reflected from the object and light transmitted through 
the object, and 

detennlning. if the reflected light and the transmitted light have com- 
plementary colours. 

7. The method of any one of the preceding claims 1 to 6, further comprising: 

acquiring an image of the object in a read position, 

determining a dislocation of the read position with respect to a refer- 
ence position by detecting marker positions in the image, and 

performing a projective transformation of the image for compensation 
of the dislocation. 
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8. The method of any one of claims 1 to 7. the check code being provided by: 

detemiining the positions of the particles, 
using the positions to provide the check code. 

9. The method of claim 8, wherein the positions of the particles are deter- 
mined using a two-dimensional Image of the object and wherein the check 
code is provided by encoding of the positions. 

10. The method of claim 9, further comprising detemnining a polynomial based 
on the positions, wherein the encoding of the positions Is perfonmed by di- 
viding the polynomial by a generator polynomial. 

1 1 . The method of claim 10, wherein the polynomial is determined by sorting 
the positions using a sorting criterion and using the sorted positions to ob- 
tain the polynomial. 

1 2. The method of claim 1 1 , wherein the sorting criterion is applied to first co- 
ordinate values of the positions, and wherein only the second coordinate 
values of the sorted positions are used to obtain the polynomial. 

13. The method of claim 12, wherein the polynomial is detenmined by shifting 
the second coordinate values by a pre-detemiined numt)er of bit positions 
and by concatenating most significant bits of the shifted coordinate values 
in the order as determined by the sorting of the positions. 

14. The method of claims 8 or 9, wherein the encoding of the positions is per- 
formed by means of a hashing method. 

15. An authentication device comprising: 



wo 2004/096573 



21 



PCT/EP2004/004538 



means (91 0, 91 2, 91 4) for determining the positions of particles dis- 
tributed within an object in a three-dimensionai pattern, 

means (91 4) for detemnining if particles are distributed within the ob- 
ject in three dimensions, 

means (91 6) for encoding the detennined positions to provide a 
check-code, 

means (91 8, 920) for entering an authentication code, 

means (91 8) for detennining the authenticity of the object based on 
the check-code and the authentication code. 

16. The authentication device of claim 15, wherein the means for determining 
the positions of the particles is adapted to determine the positions in two 
dimensions. 

1 7. The authentication device of claim 1 5 or 1 6, wherein the means for deter- 
mining if the particles are distributed in three dimensions is adapted to de- 
tennine if the object Is reflective. 

1 8. The authentication device of any one of claims 1 5, 1 6 or 1 7, the means 
(910, 912, 914) for detennining the positions of particles comprising image 
processing means adapted to perform a projective transformation of an 
image in order to compensate for a dislocation of the image with respect to 
a reference position. 

1 9. The authentication device of claim 1 8, the image processing means being 
adapted to detenmine the dislocation by determining of mariner positions in 
the image. 
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20. A card reader for authenticating a customer card (904), the customer card 
having an authentication label (906) canrying a three-dimensional pattern 
of randomly distributed particles, the card reader comprising: 

apparatus for determining if the particles are distributed within the ob- 
ject In three dimensions (910, 912, 914) and for detemilning the posi- 
tions of particles, 

an encoder (916) for encoding of the detemnined positions to provide 
a check-code, 

an Interface (91 8. 920) for receiving an authentication code, 

a processor (91 8) for detennining the authenticity of the object based 
on the check-code and the authentication code. 

21 . An electronic device for reading a data carrier, the data carrier having a 
copy protection label (956), the copy protection label canrying a three- 
dimensional pattern of distributed particles, the electronic device compris- 
ing: 

an optical sensor (91 2) for detennining if the particles are distributed 
within the copy protection label in three dimensions and for detennin- 
ing the positions of particles, 

an encoder (9 1 6) for encoding of the detennined positions to provide 
a check-code, 

an interface (918, 920) for receiving an authentication code. 
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a processor (918) for determining the authenticity of the object based 
on the checl^-code and the authentication code. 

An electronic device for authentication of an object comprising: 

an apparatus for detemnining if the object has a three-dimensional 
pattern of distributed particles, 

a measurement component for determining the positions of partides, 
10 

an encoding apparatus for encoding the determined positions to pro- 
vide a check-code, 

an Interface for receiving an authentication code, 

15 

a processor for detemiining the authenticity of the object based on 
the check-code and the authentication code. 

23. The electronic device of daim 22, the measurement component compris- 
20 Ing an image processing component. 

24. The electronic device of cialm 22 or 23, the measurement component 
operable to determine the positions in two dimensions. 



22. 

5 



25 25. The electronic device of daim 22, 23, or 24, the apparatus being adapted 
to determine if the object is reflective. 



